1. Check Point ZoneAlarm User Guide (Android)

1.1 Download ZoneAlarm (Android)
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3HK: Your subscription of ZoneAlarm is
now affective nlaace downlnad mohile
app from https://zonealarm.com/
mobile-securitv/download. Then

click ¥
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mobile-security/download?
activationCode=ABCDEF
e ZoneAlarm service.

9 min

+ Typean SMS message ®

When ZoneAlarm subscription is effective,
you will receive a SMS. Press the first link to
download ZoneAlarm mobile app from
Google Play Store.

Protects you from malicious apps

and Wi-Fi attacks

Check Point Software Technologies, Inc.
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CheckPoint's Multi-layer protection against
malicious apps and Wi-Fi attacks.

READ MORE

Press “Install”
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ZoneAlarm Mobile Security
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3HK: Your subscription of ZoneAlarm is

now effective, please download mobile

app from https:/zonealarm.com/

mohile-securitv/download Then

click https://zonealarm.com/

mobile-security/download?

=, to activate
ZoneAlarm service.

When ZoneAlarm mobile app is
downloaded and installed, go back to the
SMS. Press the second link for activation.

1.2 Activation ZoneAlarm (Android)
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ZoneAlarm®
MOBILE SECURITY

Open with

Activate Now

€ Chrome

ZoneAlarm

ZoneAlarm

JUST ONCE ALWAYS

Press “Activate Now”.

Press “ZoneAlarm”.

Activating

The app will start activating.

ZoneAlarm

ZoneAlarm is activated!
Thanks.

Press “Done” to finish the

activation process.




WELCOME

To ZoneAlarm Mobile Security

Swipe left to continue

AS SIMPLE AS PUSHING A BUTTON

With one click you can evaluate your
current security status

Zs

EASILY ANALYZE YOUR RISKS

Is your phone secured?
Are your apps safe?
Is your network secured?

s

STORAGE PERMISSION

The Storage permission is needed to scan

local files on the device

ALLOW STORAGE PERMISSION

After activation, you will enter
the welcome page, drag the
app to the left.

- Allow ZoneAlarm to

Read the introduction, drag
the app to the left.

Z

LOCATION UPDATES

Allow ZoneAlarm to access your location
to receive security analysis

based on your location

ALLOW LOCATION

Read the introduction, drag the
app to the left.

ZoneAlarm will ask for your
permission to scan local files
on your device. Press “ALLOW
STORAGE PERMISSION” if you
want.

You are all set!

Press “Allow”.

ZoneAlarm will ask for
access to your device
location for security
analysis. Press “ALLOW
LOCATION” if you want.

Press “ALLOW”.

Press “TAP TO SCAN” to start
the service.




1.3 Security Analysis (Android)
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SCANNING... N : RISK DETECTE

Few minutes ago Few minutes ago

Cancel

The app will start scanning After scanning, the app will The app will show “RISK The app will show “YOU ARE
your mobile device. show “NO THREATS!” if your DETECTED!” if the app found AT RISK!” if the app found any
device is safe. any threats on your device. threats on your device. The
The category with threats will | category with threats will be

be shown with an orange dot. | shown with a red dot.

Z-. ZoNeALARM Z-. ZoneALarm

Few minutes ago

e Press “MY DEVICE” to show security details of your mobile This is the main page of the app. Tap the center of the screen to

device and OS. scan your mobile device, applications and Wi-Fi network
e Press “MY APPS” to show security details of your mobile whenever you need.
applications.

e  Press “MY NETWORK” to show security details of your Wi-Fi
network.




1.4 Device Protection (Android)
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MY DEVICE

| Your device is not rooted

| ZoneAlarm is up-to-date

| No known OS vulnerabilities found

Unknown source apps are allowed

SECURITY ANALYSIS

RECOMMENDED STEPS

Disable unknown source applications.

d O

“MY DEVICE” page shows the security details of your mobile
device and OS. The page will show “NO THREATS!” if your
device and OS are safe. It will also show some analysis of your
device and OS.

The app will show “YOU ARE AT RISK!” if any threats found in
your device and/or OS. You may click on the red items for the
threat details and security recommendations. Follow the
instructions to keep your device safe.

1.5 Application Protection (Android)
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MY APPS

“MY APPS” page shows the security details of your mobile
applications. The page will show “NO THREATS!” if your mobile
applications are safe. It will also show some analysis of your
mobile applications.

The app will show “THREATS DETECTED!” if any threats found in
your mobile applications. You may click on the unsafe app.
ZoneAlarm recommends you to uninstall the app. Follow the
instructions to uninstall the app to keep your device safe.




1.6 Network Protection (Android)
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‘ Wi-Fi Encryption

“MY NETWORK” page shows the security

details of your Wi-Fi network. The page
will show “NO THREATS!” if your Wi-Fi
network is safe. It will also show some
analysis of your Wi-Fi network.

Z- ZONEALARM

Bear and Snail

| The app will show “THREAT DETECTED!” if |

any threats found in your Wi-Fi network.
Click on the unsafe Wi-Fi network.
ZoneAlarm recommends you to
disconnect the Wi-Fi network. Follow the
instructions to disconnect the Wi-Fi
network to keep your device safe.

Z- ZONEALARM
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La b & 8

The app also advices you which Wi-Fi
network is the most secure around you.




2. Check Point ZoneAlarm User Guide (iOS)

2.1 Download ZoneAlarm (iOS)
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Thank you for choosing ZoneAlarm.
Please download and install the

mobile app Trom Niips://

zonealarm.com/mobile-security/
download. Then click https://

cl.checkpoint.com/sci/za/mobile-
security/reactivate?
activationCode=ZJWU1D to
activate ZoneAlarm mobile
application.
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Open this page in “App
Store"?

Cancel Open

When ZoneAlarm subscription is effective,
you will receive a SMS, press the first link
to download ZoneAlarm mobile app from
App Store.

Press “Open” to enter App Store.
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ZoneAlarm Mobile Security
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Download ZoneAlarm.

2.2 Activation ZoneAlarm (iOS)
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Thank you for choosing ZoneAlarm.
Please download and install the
mobile app from https://

zonealarm.com/mobile-security/

download. Then click hitps://

c1.checkpoint.com/sc1/za/mobile-
security/reactivate?
activationCode=ZJWU1D to
activate ZoneAlarm mobile
In)
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Please long press "Activate Now" button and click
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"Open in ZoneAlarm"

e

ZoneAlarm®
MOBILE SECURITY

Activate Now

ZoneAlarm is activated! Thanks.

Open

Open in New Tab

Open in "ZoneAlarm”

Add to Reading List

Copy

Share...

[ A O

Cancel

When ZoneAlarm mobile app is
downloaded and installed, go
back to the SMS. Press the
second link for activation.

Press and hold “Activate Now”.

Click “Open in ZoneAlarm”.

Press “Done” to finish
the activation process.
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AS SIMPLE AS PUSHING A BUTTON EASILY ANALYZE YOUR RISKS STAY NOTIFIED

WELCOME!

To Zo larm Mobile Security

With one tap you can evaluate your Is your phone secured? We will notify you
cUrentisecunty.s Is your network secured?

if we find a threat in your phone

O =

MY PHONE MY NETWORK

Allow Notifications

After activation, you will enter | Read the introduction, drag Read the introduction, drag the ZoneAlarm will ask for send

the welcome page, drag the the app to the left. app to the left. notification to your device.

app to the left. Press “Allow Notifications” if
you want.

Z-. ZONEALARM

ANALYZING SECURITY...

“ZoneAlarm" Would Like to You are all set!
Send You Notifications

Notifications may include alerts, e,
sounds and icon badges. These can be Tap to Scan

configured in Settings.

Don't Allow Allow

Press “Allow”. Press “Tap to Scan” to start The app will start scanning your
the service. mobile device.




2.3 Security Analysis (iOS)
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Go back to the main page of
the app. Tap the center of the
screen to scan your mobile
device and Wi-Fi network
whenever you need.

After scanning, the app will
show “NO SECURITY ISSUES!”
if your device is safe.

The app will show
“POTENTIAL RISKS
DETECTED!” if the app found
any threats on your device.
The category with threats will

be shown with an orange dot.

Z. ZowtALasm

The app will show “THREAT
DETECTED!” if the app found any
threats on your device. The
category with threats will be
shown with a red dot.
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e  Press “MY PHONE” to show security details of your mobile

device and OS.

e  Press “MY NETWORK” to show security details of your Wi-

Fi network.




2.4 Device Protection (iOS)
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Apple device

Your iPhone is not tampered

ZoneAlarm is up-to-date

Your iOS version is up-to-date

ZZONEALARM

SECURITY ANALYSIS

RECOMMENDED STEPS
i\ :

Restore Instructions

“MY PHONE” page shows the security details of your mobile
device and OS. The page will show “NO SECURITY ISSUES!” if
your device and OS are safe. It will also show some analysis of
your device and OS.

The app will show “SECURITY ISSUES DETECTED!” if any threats
found in your device and/or OS. You may click on the red items
for the threat details and security recommendations. Follow the
instructions to keep your device safe.
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iPhone demo

Your iPhone is not tampered
ZoneAlarm is up-to-date
i0S update is available

SECURITY ANALYSIS

Update Instructions

The app will show “POTENTIAL RISKS DETECTED!” if your iOS
version is not the most updated one. You may click on the
orange items for update recommendations. Follow the update
instructions to keep your device safe.




2.5 Network Protection (iOS)
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Privacy Browsing Test

Safe Browsing Test

Wi-Fi Encryption

“MY NETWORK” page shows the security

details of your Wi-Fi network. The page
will show “NO SECURITY ISSUES!” if your
Wi-Fi network is safe. It will also show
some analysis of your Wi-Fi network.
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Bear and Snail

Privacy Browsing Test

SECURITY ANALYSIS

RECOMMENDED STEPS
Di

Disconnect Instructions

Safe Br

Z- ZoNEALARM

The app will show “SECURITY ISSUES
DETECTED!” if any threats found in your
Wi-Fi network. Click on the unsafe Wi-Fi
network. ZoneAlarm recommends you to
disconnect the Wi-Fi network. Follow the
instructions to disconnect the Wi-Fi
network to keep your device safe.

The app also advices you which Wi-Fi
network is the most secure around you.




